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FOREWORD53

1) ISO (International Organisation for Standardisation) and IEC (International Electrotechnical Commission) form the54
specialised system for worldwide standardisation. National bodies that are members of ISO or IEC participate in the55
development of International Standards through technical committees established by the respective organisation to56
deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual57
interest. Other international organisations, governmental and non-governmental, in liaison with ISO and IEC, also take58
part in the work.59

2) In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. Draft60
International Standards adopted by the joint technical committee are circulated to national bodies for voting.61
Publication as an International Standard requires approval by at least 75 % of the national bodies casting a vote.62

3) The former decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an63
international consensus of opinion on the relevant subjects since each technical committee has representation64
from all interested IEC and ISO member bodies.65

4) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted by IEC66
and ISO member bodies in that sense. Why on all reasonable efforts are made to ensure that the technical content67
of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsible for the way in which they68
are used or for any misinterpretation by any end user.69

5) In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and ISO/IEC70
publication transparency to the maximum extent possible in their national and regional publications. Any divergence71
between any ISO/IEC publication and the corresponding national or regional publication should be clearly indicated in72
the latter.73

6) ISO and IEC provide no marking procedure to indicate their approval and cannot be rendered responsible for any74
equipment declared to be in conformity with and ISO/IEC publication.75

7) All users should ensure that they have the latest edition of this publication.76

8) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts and77
members of their technical committees and IEC or ISO member bodies for any personal injury, property damage or78
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses79
arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC, ISO or ISO/IEC80
publications.81

9) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is82
indispensable for the correct application of this publication.83

10) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of84
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.85

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.86
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INTRODUCTION87

This part of ISO/IEC 18012 was prepared by Joint Technical Committee ISO/IEC JTC 1,88
Information technology, Subcommittee SC 25, Interconnection of Information Technology89
Equipment.90

ISO/IEC 18012 consists of the following parts, under the general title Information technology —91
Interconnection of information technology equipment — Home Electronic System — Guidelines92
for product interoperability:93

•  Part 1: Introduction94

•  Part 2: Taxonomy and Lexicon95

•  Part 3: Application models96
The following applications models are included in Part 3:97

•  Model of an energy management system for HES98

•  Lighting model for HES99

•  Model a security system for HES100
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ISO/IEC 18012-3: Information technology — Interconnection of information101
technology equipment — Home Electronic System — Guidelines for product102

interoperability — Part 3: Application models103

1 Scope104

The model presented here for energy management is intended to be generic and representative105
of a wide range of situations. Utilities have developed many methods for managing the electricity106
supply network, called the “electricity grid,” and for helping consumers manage energy usage107
inside their premises. The goal is to match the customer demand for power with the available108
supply. Also, homebuilders, suppliers, manufacturers, and consumers have shown a growing109
interest in premises energy efficiency. This model focuses primarily on a method known as110
demand response (DR), although other methods are also addressed. The need for such methods111
results from:112

•  Electric supply limitations113

•  Public resistance to building large generating plants114

•  Public concern for environmental pollution, including greenhouse gases115

•  Public opposition to siting of new transmission lines116

•  An anticipated demand for and availability of electricity for charging electric vehicles117

•  Public interest and support for renewable sources of energy118

•  The introduction of distributed energy resources (DER) with local generators such as wind119
turbines and solar photo-voltaic (PV) panels120

•  The variable and unpredictable nature of wind and solar distributed generation with output121
that may fluctuate with time and weather122

•  The development of batteries and other advanced premises storage technologies plus power123
conditioning and management equipment124

•  The introduction of alternative electricity pricing methods or tariffs that encourage efficiency125

Because demand response systems extend beyond the meter into customer premises, those126
impacted by demand response technology choices include utilities, third-party suppliers of127
demand response services, home network developers, and appliance manufacturers. An example128
of a third-party provider of demand response services is an aggregator serving a large building or129
neighbourhood.130

Three types of demand response are specified in this standard: direct control (Section 6.2), local131
control (Section 6.3.2), and distributed control (Section 6.3.3). The choice of demand response132
method will vary by utility to achieve the load shape that aligns with supply limitations,133
transmission and distribution capabilities, regulatory constraints, and business considerations.134
However, distributed control offers consumer the most flexibility in adapting appliance operation135
to constraints imposed by the utility. The links between a utility communications network and a136
home area network facilitate effective distributed control, as specified.137

As the market develops for energy management products, consumer electronics companies,138
appliance manufacturers, and other residential suppliers may offer products that combine load139
management using demand response with energy conservation. Energy conservation may offer140
consumer methods for reducing energy consumption overall, in addition to reducing consumption141
at times of peak demand.142
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Demand response is one element in the concept of the “smart grid.” The smart grid for electricity143
integrates subsystems for generation, transmission and distribution, and customer services to144
improve the reliability and efficiency of electricity systems. The smart grid also extends these145
subsystems to accommodate distributed energy resources and demand response. A goal of the146
smart grid is to enable all these subsystems to interoperate using information technology.147
Therefore, this standard is an important contribution to the smart grid.148
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2 Normative references149

ISO/IEC 14543-2: Information technology – Home Electronic System (HES) Architecture150

ISO/IEC 15045-1, Information technology — Home Electronic System (HES) — Gateway —151
Part 1: Introduction152

ISO/IEC 18012-1, Information technology — Home Electronic System (HES) — Guidelines for153
product interoperability — Part 1: Introduction154

ISO/IEC 18012-2, Information technology — Home Electronic System (HES) — Guidelines for155
product interoperability — Part 2: Taxonomy and Lexicon156

ISO/IEC 24752-1, Information technology — User interfaces — Universal remote console — Part157
1: Framework158

3 Terms, definitions and abbreviations159

3.1 Terms and definitions160
For the purposes of this International Standard, the following terms and definitions apply.161

3.1.1 162
demand charge163
a charge for electricity based on the total power consumed during a specified interval of time164

3.1.2 165
demand response166
a method for matching the demand for energy to the available supply of energy167

3.1.3 168
direct load control169
a method of demand response via remote control of one or more appliances170

3.1.4 171
disaggregated bill172
a utility bill that shows energy consumption by major appliances173

3.1.5 174
distributed load control175
a method of demand response based on dynamic price data or event notices sent from the utility to smart176
appliances or to an energy management controller177

3.1.6 178
energy management controller179
a set of functions that manage energy consumption as an agent for the customer180

3.1.7 181
HAN device182
a device located in the home that can be connected to a home are network (HAN)183
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3.1.8 184
local load control185
a method of demand response via publication of time-of-use electric rates186

3.1.9 187
residential gateway188
a communications function that interconnects two or more networks using different communications protocols,189
with at least one network outside the house and one or more networks inside the house190

3.1.10 191
smart appliance192
a home appliance that exchanges command and control data with other devices on a home area network193

3.1.11 194
utility gateway195
a residential gateway facilitating direct or distributed load control196

3.1.12 197
value-added services198
optional services offered by a utility that may or may not be related to energy and may generate199
additional revenue200

3.1.13 201
white goods202
large kitchen appliances203

NOTE: This term is used in the appliance industry for large kitchen appliances such as a refrigerator, range, oven, and204
dish washer.205

3.2 Abbreviations206

The following acronyms and abbreviations are used in this standard and commonly used in other207
industry publications.208

CFL Compact Fluorescent Lamp

DER Distributed Energy Resources

DR Demand Response

DSM Demand-Side Management

EPRI Electric Power Research Institute (Palo Alto, California, U.S.A.)

HAN Home Area Network

PV Photo-Voltaic

RTP Real-Time Pricing

TOU Time-of-Use

4 Conformance209

This standard specifies methods for demand response that may be implemented by an electric210
utility or by a third-party supplier of energy management services. For compliance with this211
standard one or more of the demand response profiles in Section 6 must be implemented.212

For those utilities choosing distributed load control for demand response, Section 7 is required.213
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Utilities may offer value-added services in conjunction with demand response, as listed in Section214
8, which is optional.215

Section 9 defines the taxonomy and lexicon corresponding to the options for demand response216
according to the HES energy management model. These include a combination of control signals,217
pricing data, and event notices. An implementation of a demand response use case shall conform218
to the taxonomy and lexicon specified in this section for that use case.219

NOTE: In some countries approvals from government regulators are required for the implementation of demand220
response.221

5 Energy management using demand response222

One or more demand response (DR) profiles shall be implemented when an electric utility223
determines that DR would address a mismatch between the supply and demand for power.224

Electricity consumption patterns have peaks daily and seasonally. During weather extremes of225
heat and cold the demand for electricity rises sharply. To meet these occasional peak demands,226
some utilities need to keep relatively expensive generators running or must build new plants.227

Some laws mandate that utilities maintain the supply of electricity sufficient to meet any demand.228
However, this is becoming less practical because of the cost of new electricity plants, public229
resistance to new plants, and government rules controlling environmental pollution. The pressure230
for plants to meet peak demands could be reduced if customers evened out their power231
consumption so the peaks are flattened.232

Utilities have developed specific programs to influence the customer demand for power in order233
to align with the available supply. Such utility programs are called demand-side management234
(DSM).235

DSM programs and associated tools enable utilities to modify the cumulative demand for energy,236
known as the load shape when plotted over a one-day interval. Utilities have developed a variety237
of DSM programs to manipulate the load shape. Different programs have different load shape238
goals, with the majority intended for peak clipping.239

When the goal of DSM is peak clipping is typical target is to reduce peak demands for electricity240
by about 5% up to 100 hours per year, according to a December 2005 report of the Demand241
Response and Advanced Metering Coalition (DRAM).242

NOTE: Demand Response and Advanced Metering Coalition (DRAM), comments filed in Docket AD06-2, December 19,243
2005, 5. Reported in FERC (U.S. Federal Energy Regulatory Commission), Assessment of Demand Response and244
Advanced Metering Staff Report, Docket AD06-2-000, August 2006.245

The Electric Power Research Institute (EPRI) estimated in 2001 that “… a 2.5% reduction in246
electricity demand state-wide could reduce wholesale spot prices in California by as much as247
24%; a 10% reduction in demand might slash wholesale price spikes by half.”248

NOTE: Taylor Moore, “Energizing Customer Demand Response in California,” EPRI Journal, Summer 2001, p. 8.249

DSM programs initially focused on providing incentives for using electricity more efficiently.250
Customer co-operation may be obtained by offering a financial incentive, such as an up-front251
rebate, a loan guarantee, a lower rate for electricity, or free energy efficient planning and252
evaluation services. Some programs offer rebates for switching from tungsten to compact253
fluorescent lamps (CFL), for adding building insulation, and for purchasing energy efficient254
appliances.255



ISO/IEC 18012-3

-10-

Utilities have developed more deterministic methods for influencing the demand through DSM.256
Since DSM programs may not involve explicit management by the utility, the term demand257
response (DR) is being widely used in the industry. DR uses incentive-based and indirect258
methods for controlling how much electricity is consumed during a specified time interval by water259
heaters, air-conditioners, and industrial equipment. The more innovative methods of load control260
depend on market forces for exerting control by varying the price of electricity.261

6 Demand response profiles262

6.1 Choice of profile263

An electric utility shall choose one of more the profiles described in this section for designing a264
demand response system to influence customer use of power. The profiles include265

•  Direct load control (Section 6.2)266

•  Local load control (Section 6.3.2)267

•  Distributed load control (Section 6.3.3)268

6.2 Direct load control269

Some large industrial customers volunteer for lower electric rates in exchange for deliberate270
service interruption. When utilities are facing a supply limitation, perhaps on a hot summer day,271
they order these volunteers to reduce or to curtail some energy consuming equipment. The272
analogous program for residential customers is “direct load control.” This program may be offered273
by utilities or by third-party suppliers.274

To implement direct load control, utilities or third-party suppliers of energy management services275
shall send control signals to interrupt the operation of selected devices such as air-conditioners276
and water heaters remotely from outside the house. In a typical version of direct load control the277
utility sends a signal via the power line, radio, telephone line, Internet, or cable television channel278
to a switch that limits the run time of air-conditioners to 0-15 minutes each half-hour for up to six279
hours each day. Water heaters are generally turned off entirely for 2-6 hours.280

Appliances and devices such as thermostats that participate in direct load control shall include281
internal or external communications interfaces to receive and execute electronic commands sent282
by the utility. Figure 1 illustrates the architecture of direct load control.283
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Figure 1 – Direct Load Control286
Direct Load Control requires prior arrangements with customers for permission and equipment287
installation. The signalling method, choice of communications channel, and appliance interfaces288
are outside the scope of this standard. Figure 1 illustrates a uniform path to deliver the utility289
control signal to the selected appliances. The utility may interpose a communications gateway290
between the utility network and the network within the home if different communications protocols291
are implemented outside and inside the home. If a gateway is involved, it shall conform to292
ISO/IEC 15045-1.293

Note: Many customers in the U.S. are offered rebates of up to $10 a month for participating in Direct Load Control. Of294
the 5% of U.S. customers under load control, most are participating in Direct Control.295

6.3 Demand response via pricing and event notification296

6.3.1 Indirect control of customer demand297

An indirect method of load control is based on electric rates that vary over time or a notice to298
customers of a pending event, such as a partial supply interruption, requiring consumption299
reductions.300

Time-of-use rates vary the price according to the time of day. Typically, on-peak and off-peak301
rates are announced. The hours for each rate are fixed for each day, or at least for work days,302
similar to telephone rates. Rates that change dynamically with one-day or even no advanced303
notice constitute real-time pricing.304

Note: In many countries electricity traditionally was sold at a flat rate or a volume-sensitive rate. New pricing schemes305
are adding time as a factor.306

6.3.2 Local load control307

Utilities choosing local load control shall publish time-of-use (TOU) pricing for electricity. The308
published rates shall be provided to customers prior to implementation or changes to the TOU309
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rates. Utilities may deliver TOU to a user interface via a communications network and optionally310
via a residential gateway to the customers. If a gateway is involved, it shall conform to311
ISO/IEC 15045-1. Utilities should educate customers to help them select which appliances to312
operate when in order to avoid peak power charges.313

TOU pricing typically involves pricing electricity higher during specified hours, such as 4-6 PM314
when the wholesale cost of power is higher. Some utilities set the ratio of on-to-off peak pricing315
high enough to motivate customers to defer heavy power-consuming appliance usage to the off-316
peak times.317

In some countries, TOU pricing also includes a demand charge. The consumer pays a special318
charge called a demand charge if the total electricity consumed during a short interval (typically319
15 or 30 minutes) exceeds a pre-set limit. The penalty may be higher charges or even interruption320
of power flow.321

As with telephone tariffs, customers are notified of the TOU rates and are expected to adjust322
consumption accordingly. For this technique, called local control, to be effective the customer323
must:324

•  Remember the time period for off-peak pricing of power.325

•  Know which appliances consume relatively large amounts of energy.326

•  Know which combination of appliances may result in a demand charge if imposed by the327
utility.328

•  Not be significantly inconvenienced by deferring appliance operation to off-peak times.329

6.3.3 Distributed load control330

Utilities can better match electricity supply with customer demand by dynamically varying the331
price of electricity as market conditions change, a method known as real-time pricing (RTP).332
Eventually, utility policy makers would like to adjust prices according to the wholesale market333
price of electricity to reflect actual utility costs. The utility has the opportunity to change prices334
when a peak demand is expected.335

Note: In some countries regulation do not presently permit residential users to be offered fully flexible real-time pricing.336
Utilities may be permitted tariffs with two or more price tiers to reflect their costs of energy generation and distribution.337
In countries with a competitive market, third-party suppliers may set the retail rates.338

Some utilities are capable of accurately forecasting the cost of energy in the near future, typically339
24 hours in advance, and supplying this information to the residential consumer. The prediction of340
such forecast pricing enables peaks in demand to be smoothed both forward and backward in341
time, thereby reducing the impact of such measures on consumer comfort and convenience. As342
these innovative pricing schemes lower the peak demand, utility costs are reduced.343

Distributed control enables users to respond effectively to utility price variations and event344
notices involvement or inconvenience by using computer-based agents and smart appliances, as345
described in Section 7.3. Forecasted pricing enables the consumer, or an intelligent energy346
management system, to “draw forward” on consumption in anticipation of peak pricing. This may347
involve comparatively simple measures such as ensuring that heat storage devices, water348
heaters, and similar appliances are fully charged when the peak-price period starts.349

Distributed load control combines local and direct load control with much increased flexibility and350
customer control. Utilities choosing distributed load control shall publish time-varying electricity351
prices and optionally notices of critical events regarding the supply of electricity. Utilities shall352
make these data available via a communications pathway to each customer with connections to a353
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home area network (HAN). The connection to a HAN may be via a residential gateway that shall354
conform to ISO/IEC 15045-1. The architectural choices for distributed control are specified in355
Section 7.356

7 Architecture for distributed control357

7.1 Smart appliances358

There are two important problems for effective use of the changing cost of power. First, the price359
data must be delivered to the customer in a timely fashion. Second, the customer must interpret360
the data and apply it to appliance operation. Since most customers do not understand electricity361
measures, such as kilowatt-hours, they are not likely to use these data correctly. Here is where362
home control technology can benefit the consumer and the utility by insulating the customer from363
the complexity of dynamic energy management by enabling distributed load control.364

Demand response via distributed load control shall link a utility communications network to a365
home area network (HAN) as specified in ISO/IEC 14543-2. Devices on a HAN may be home366
appliances, consumer electronics, sensors, actuators, user interfaces, or controllers. Examples of367
such devices typically involved with energy management include thermostats, HVAC (heating,368
ventilation, and air-conditioning) equipment, displays, and major appliances (called white goods369
by the appliance industry). The HAN may be wired or wireless.370

Appliances that function as HAN devices are sometimes called “smart appliances.” Smart371
appliances can communicate via the HAN with other appliances, with a HAN controller, or with372
the utility, depending on the application. For distributed control, the HAN is linked to a utility373
network, possibly via a residential gateway.374

Distributed load control shall be implemented by using the prices-to-devices method of Section375
7.2 or by using the agent for energy management method of Section 7.3. Utility pricing or event376
data are sent directly to smart appliances with prices-to-devices. In this case the smart appliance377
may modify operation upon receiving a price signal according to the algorithms designed into the378
appliance. The agent for energy management is a specialised controller that co-ordinates energy379
consumption among multiple smart appliances.380

7.2 Prices-to-devices381

In the prices-to-devices method of distributed load control utility prices and any event382
notifications shall be communicated directly from the utility to smart appliances. A gateway may383
be interposed if needed for protocol translation between the utility wide area network and the384
HAN. If a gateway is used, it shall conform to ISO/IEC 15045-1.385

Such smart appliances shall be programmed to understand the price or event messages and to386
respond accordingly with reduced consumption where appropriate. Smart appliances may387
respond to price or event from the utility in one of the following ways or in other ways to be388
developed by appliance manufacturers in consultation with utilities:389

•  Shedding load in a limited number of levels (for example, four or five possible power390
consumption levels).391

•  Adjusting the temperature setting of a thermostat controlling a heater or air-conditioner during392
a period of higher priced electricity.393

The customer shall always have the option to override these actions and resort to full power394
usage or different energy consumption modes.395
Figure 2 illustrates the architecture of distributed load control using prices-to-devices.396
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Figure 2 – Prices to Devices399

7.3 Agent for energy management400

The smart appliances involved in prices-to-devices (Section 7.2) respond independently to utility401
price data. The introduction of an Energy Management Controller (EMC) adds functionality to402
distributed load control by enabling the allocation of limited energy (or a limited budget for403
energy) among appliances according to consumer preferences. Figure 3 shows a feasible404
Distributed Load Control residential implementation. The EMC acts as an agent for the consumer.405

The utility shall send pricing data electronically to all houses in real-time over a network such as406
the Internet. This pricing signal shall enter the house through a utility gateway, a version of a407
residential gateway conforming to ISO/IEC 15045-1. This gateway interconnects a public network408
using telephone, cable TV, power lines, or radio with a home network. The gateway may be a409
separate device, as shown in Figure 3, or could be integrated with other gateways, controllers, or410
even inside an electric meter.411
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Figure 3 – Distributed Load Control System413
The EMC is responsible for regulating energy consumption. Options for the implementation of an414
EMC depend on the market development of home controllers and smart appliance. Some possible415
embodiments of an EMC include:416

•  A discrete physical unit.417

•  Embedding the EMC functions in a smart appliance, a cable set-top box, a residential418
gateway, etc.419

The EMC performs specialised computing functions by receiving the electricity rate data from the420
residential gateway and applying sophisticated software algorithms to determine which421
appliances to operate and when. The functions of the EMC are illustrated in Figure 4.422
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Figure 4 – Energy Management Controller424
The EMC shall be programmed to determine how and when to operate appliances based on the425
cost of energy, the energy requirements of the appliances, and user inputs. The user might426
specify a monthly energy budget and preferences (shower at 8 AM, air conditioning at 6 PM, pool427
at 8 PM, etc.). The customer shall always be able to override decisions of the EMC. After428
processing these data, the controller shall issue signals that are distributed over a home network429
to the relevant appliances. Smart appliances that can operate in energy conserving modes can430
improve the effectiveness of a distributed load control system.431

The details of the user interface for configuring the EMC are left to market development.432
Recommended guidelines for such a user interface are simple, non-intrusive, and adaptable by433
language and physical impairment, as specified in ISO/IEC 24752-1. The user interface may be434
an education tools to explain the relative energy consumption levels of various appliances and435
could display the actual consumption by major appliances. However, the EMC system shall436
provide automated demand response so customers should not need interaction with the EMC437
multiple times per day.438

Communications between the utility and the Energy Management Controller shall include the two439
data flows shown on the left side of Figure 4. The cost of energy data shall be sent by the utility440
or a demand response service provider using a secure link that ensures the data originated from441
the utility or the service provider. This level of security entails authentication to confirm that the442
data is from the real source and has not been altered during transmission. It is not necessary to443
encrypt such data since it is public. However, the customer usage data shall be encrypted so444
that, if intercepted, a potential burglar could not determine customer daily activities and445
occupancy.446

The customer and the utility shall agree how frequently usage data are collected. The more447
frequently the usage data are sent, the more detailed a record of household activities and448
preferences can be accumulated, thereby impacting customer privacy. Aggregated energy449
consumption data, weighted by the price when consumed, are the only required data to be sent to the450
utility for billing. The customer shall decide how often the total consumption data and any detailed data are451
sent to the utility based on the tariffs offered by the utility. Detailed usage data by appliance (such as HVAC,452
refrigerator, water heater, etc.) are called disaggregated data. Consumers may choose to share such data453
with utilities or service providers for enhanced energy management or ancillary services such as appliance454
diagnostics.455
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8 Value-added services456

Demand response and automated meter reading require two-way communications between457
customers and the utility or a third-party energy-management service provider. This pathway458
enables the supplier to offer additional services to benefit consumers. In a competitive market for459
energy, utilities are considering such additional services in order to retain customers and to460
generate additional revenue with offerings ancillary to power. Collectively, these are known as461
value-added services. Some governments have mandated that utilities, which traditionally were462
granted monopolies, start planning for competition. Therefore, utilities are seeking value-added463
services to make their products more attractive to customers. Utilities and third-party suppliers464
that implement demand response in compliance with this standard may implement one or more of465
these value-added services.466

Potential value-added services for electric utilities beyond load control are listed. The services467
preceded by a check mark ( ) may be sold for additional revenue beyond the usual energy468
charges.469

•  Automatic meter reading470

•  Remote connect/disconnect471

•  Offer disaggregated bills with details about consumption by major appliances472

•  Monitor power delivery473

•  Monitor power quality474

•  Offer load profiles475

•  Control customer access when customers move or don't pay bills476

•  Stagger power restoration in a neighbourhood after a power failure477

•  Detect tampering478

•  Diagnose appliances problems and notify the customer479

•  Offer information and telemetry services480

•  Compute the environmental impact of customer energy consumption481

9 The HES energy management model482

9.1 Energy management taxonomy and lexicon483

The architecture of the energy management model and options for demand response have been484
described in the previous sections of this standard. Section 9.2 specifies generic logical and485
physical models for HES energy management. The taxonomy for specific use cases of the HES486
energy management model is specified in Section 9.3. The lexicon of the messages for demand487
response are presented in Section 9.4488

9.2 Logical and physical models489

The typical components for demand response are shown in Figure 5. The logical relationship490
among the components for demand response systems is illustrated in Figure 6. To accommodate491
prevalent practices of direct control, a logical model with minimal functionality is proposed in492
Figure 7. In this case, the energy management controller has been eliminated because the utility493
controls appliances (including appliance actuators, such as thermostats) by a direct signal. A494
user interface is included because some implementations allow the user to over-ride a direct load495
control signal. A cost penalty is usually assessed for over-rides. Furthermore, when the utility496
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installs and manages the link to the appliances, the gateway may be eliminated if the utility uses497
the same signalling inside and outside the house, possibly via a virtual private network.498
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Figure 5 – Typical HES energy management model component500
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Figure 6 – Logical model for HES energy management502
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Figure 7– Logical model of minimal HES energy management504
Energy management is one of many subsystems possible in a home control network. As shown in505
Figure 6 the energy management controller may be linked to other home control systems or to a506
home control co-ordinator. The co-ordinator might be responsible for providing common507
scheduling and subsystem interaction. This co-ordination function may be distributed among the508
system controllers through sophisticated software, thereby eliminating the co-ordinating509
controller.510

9.3 Taxonomy of HES energy management use cases511

9.3.1 Structure of use cases512

This section presents examples of energy management applications. Each application is513
explained in words and illustrated with physical and logical models. These models are based on514
the components of the HES Energy Management Model. In the following cases, reference is515
made to power and kW. With a change of terminology, these cases can apply to other utilities,516
such as gas, water, fuel oil, or heat flow (for district or central heating).517

9.3.2 Case 1: Local control518

(Illustrated in Figure 8 and Figure 9.)519
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U=User Interface
   =HES Interface

U Utility
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Figure 8 – Case 1 — Physical model521
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Figure 9– Case 1 — Logical model523
Most local control schemes currently involve no communications to the customer, in which case524
the models in these figures do not apply. Typically, a static two-tier rate is announced by the525
utility to customers. In more sophisticated local control the utility may establish:526

•  Peak and off peak rates that change with appropriate notice.527

•  The times for peak and off-peak rates.528

•  Multiple-rate levels, such as time periods for low rates, medium rates, high rates, and529
emergency rates. The latter rate may be unusually high to indicate an emergency condition.530

NOTE: As the number of pricing tiers grows and the time of transition becomes variable, local control pricing becomes531
similar to the pricing associated with distributed control.532

In all of these variations of local control, the possible communications messages, if there are any,533
between the utility and the customer consists of an indication of which price level is in effect.534
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Therefore, signals flow from the utility via the gateway to a user interface as illustrated in the535
physical and logical models. The user interface may consist of indicator lamps on a special unit536
with markings to indicate whether peak or off-peak or any intermediate rates are in effect.537

9.3.3 Case 2: Direct control538

(Illustrated in Figure 10 and Figure 11.)539

A=Appliance
   =HES Interface

A A

A A

Utility
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Home Control System Medium540

Figure 10 – Case 2 — Physical model541
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Figure 11 – Case 2 — Logical model543
The utility enables or disables the operation of specific appliances. These case is representative544
of direct load control. Most present direct control consists of one-way communications from the545
utility to the customer appliances. The utility does not know if the control signal actually reached546
the appliance or if the appliance was operating. Newer direct load control schemes include547
acknowledgement that the control signal was received.548

The utility messages are usually limited to specifying which appliance is to be turn-off or to be549
restored to operating status. When the utility installs and manages the link to the appliances, the550
gateway may be eliminated if the utility uses the same signalling inside and outside the house,551
possibly via a virtual private network.552
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9.3.4 Case 3: Direct control with supervision553

(Illustrated in Figure 12 and Figure 13.)554
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Figure 12 – Case 3 — Physical model556
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Figure 13 – Case 3 — Logical model558
Case 3 accommodates more advanced direct control with two-way communications. This case559
allows the utility to verify that specific appliances are responding to control. Also, the utility can560
determine the effectiveness of load shedding and, therefore, can detect “free-riders.” These are561
customers where the controlled load never attempts to use energy during the controlled time562
period. Typically, these customers are not home and the appliances are not operating during the563
controlled period.564

Case 3 also allows the utility to institute control over the demand for power by setting a limit on565
kW during a specified interval. The following expanded set of messages supports Case 3.566

9.3.4.1 Utility messages567

•  Which appliance will be controlled (turned-off) and for how long.568
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•  For appliances that have multiple levels of power consumption, such as a heater, the utility569
may indicate the maximum level of operation allowed instead of sending a turn-off signal. This570
may consists of a specified reduction in the kW demand of the appliance.571

•  When a specific appliance will be controlled and for how long.572

•  How often an appliance is likely to be controlled. Alternatively, the customer may be told when573
the next control time is likely after the present one being announced.574

•  The priority level of the control. This may indicate whether the customer has the option of575
over-riding the control.576

•  The approximate cost consequence if the customer over-rides the control. The customer is not577
expected to have an energy management controller. Appliance interaction is conducted by the578
utility via a sophisticated gateway. This gateway also controls any display device involved in579
direct load control.580

9.3.4.2 Customer messages581

•  Static information about the controlled device: name and type of device, location of device,582
name of customer, typical power consumption, maximum power demand in an interval583
(typically 15 minutes, or must be specified), amount of power that can be shed by load584
control, maximum duty cycle (to indicate how often the device can be safely controlled)585

•  Historical information about the controlled device: Date and time the last control command586
was received and whether it was accepted (whether the customer allowed the device to be587
controlled), number of control commands and acceptances during a specified period, amount588
of load shed during the most recently accepted control command, average load shed during a589
specified period, reduction in power demand during a specified period.590

•  Device operating status: On, off, operating level (if appropriate), out-of-service, under direct591
load control.592

•  Customer acceptance or rejection of utility plans to control a specific appliance. A reason for593
rejecting direct load control may be provided: customer choice, life-safety device, device out594
of service, etc.595

9.3.5 Case 4: Distributed control596

The logical and physical arrangements contain all the elements in the generalised diagrams,597
Figure 5 and Figure 6. An energy management controller accesses real-time pricing data. This598
controller disables selected appliances or causes them to reduce power consumption to meet the599
user's programmed goals of budget versus convenience. Figure 4 illustrates the signal flows into600
and out of the energy management controller. The utility pricing data may be provided in real-time601
indicating an immediate rate change. In a more realistic scenario, the utility broadcasts the rates602
one-day in advance. These rates may change hour-by-hour.603

The energy management controller receives the electricity rate information from the utility604
gateway via a home automation communications network. The controller combines this605
information with stored data about appliance power requirements and customer information. The606
customer can enter preferences for appliance operation and budget limitations for electricity607
expenditures. For example, the customer may indicate a preference for hot water in the morning608
(for bathing) and heat in the early evening. Also, the customer might attempt to set a limit of609
monthly expenditures for energy. The energy management controller uses these inputs to allow610
or disallow appliance operation.611

The software in the energy management controller determines which appliances to operate and612
when. Such software may be complex to balance economy with the user's desires for comfort and613
convenience. Elements of artificial intelligence are frequently required for effective operation.614
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The consumer benefits by attaining maximum convenience for appliance operation while615
controlling electricity costs. The consumer does not need to know details about time-of-use or616
demand-based electric rates. The customer can over-ride the energy management controller and617
be informed of the cost impact. Thus, the consumer is insulated from technical issues while618
making simple economic decisions.619

9.3.6 Case 5: Advanced distributed control620

The logical and physical arrangements contain all the elements in the generalised diagrams,621
Figure 5 and Figure 6. Case 5 extends Case 4 with the additional ability of the energy622
management controller to monitor appliance operation and restrict the operating modes of623
selected appliances. Thus, the control signals to appliances are extended from on and off to624
operating mode or demand level (as appropriate for the appliance). Also, messages may flow625
from the appliance to the energy management controller.626

The signals between the energy management controller and the appliance are similar to those627
defined for Case 3, Direct control with Supervision. The fundamental difference is that all628
decisions about appliance control are made locally based on real-time price data. The energy629
management controller can calculate the cost consequences of appliance operation.630

Appliances may include indicators and controls for energy management. For example, the energy631
management controller may determine that an appliance should not be operated. If the user632
attempts to run that appliance, a lamp on the appliance may indicate that operation is deferred by633
the energy management controller. Furthermore, the user may be allowed to over-ride this634
decision by pressing a special key on the appliance. A display on the appliance or on a nearby635
home automation control panel may tell the user the cost consequences of over-riding the energy636
management controller. The user is now making an informed decision on spending money for637
energy.638

The same set of messages between the energy management controller and appliances is639
required as defined in Case 3. The following additional messages are needed:640

•  From the energy management controller:641

  Data about the cost of operating the appliance in the operating mode requested by the642
user.643

  Data suggesting operating modes and costs that will save money.644

  A request to reduce average kW consumption by a stated percentage. Note that this645
command is intended for appliances with intelligent controls. Most appliances will not be646
able to respond to such a request. Most will be able either to operate normally or stop647
operating completely. Others may be able to operate in specified modes, as directed by648
the energy management controller.649

•  From appliances connected to the energy management controller:650

  Confirmation of the mode of operation set by the user.651

  Manual operation of the appliance by the user.652

  User request to over-ride control of the energy management controller.653

  Power being consumed by the appliance. This information may be compiled for bill654
desegregation: a bill that shows how much power each major load is consuming. Also, the655
utility may request this data be uploaded for a load survey.656
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9.3.7 Case 6: Distributed control for intelligent appliances657

The logical and physical arrangements contain all the elements in the generalised diagrams,658
Figure 5 and Figure 6. Additional energy services are possible with intelligent appliances. For659
example:660

•  Automatic adaptation to real-time pricing661

  Some appliances might eventually be able to adapt energy consumption according to the662
price of electricity directly. This means that part of the algorithm planned for the energy663
management controller might be built into future appliances.664

  The messages between the energy management controller and the appliance convey the665
current price and the anticipated duration of this price level.666

•  Emergency load control667

  The utility issues an emergency notice that supplies are limited and a specific level of668
power consumption must not be exceeded. The energy management controller could669
calculate the demands of all operating appliances to achieve this limitation. Some networked670
appliances have been marketed that interleave operating cycles among major appliances to671
limit the demand peak.672

  An intelligent appliance might be able to control demand to a desired level automatically.673
The command sent to such an appliance would simply indicate the maximum energy674
consumption for a specified period of time.675

  The utility commands to the energy management controller specify the maximum power676
availability and the time allowed to shed loads. The energy management controller must677
confirm acceptance of the power reduction within the specified time or the customer may be678
disconnected from the grid.679

•  Power consumption680

  Some utilities gather power consumption statistics from major appliances for load681
planning purposes. Others offer these data to customers in a scheme called “bill682
disaggregation.” This shows the customer consumption by major appliance to explain the bill683
and encourage conservation. Such appliances must be out-fitted with power meters. Current684
meters may be adequate if the appliances are primarily resistive loads.685

  Commands to support power consumption consist of polling the appliances by the energy686
management controller. Each appliance returns the energy consumed since the last poll.687
Ancillary commands to initialise or reset power measurement in the appliance may be688
provided. The energy management controller may also communicate with the electric meter to689
gather whole-house consumption data.690

  The utility may communicate with the energy management controller to request power691
recording and to upload data accumulated by the energy management controller. The692
controller would be responsible for gathering and averaging the data and producing a693
summary report.694

9.3.8 Case 7: Utility telemetry services695

(Illustrated in Figure 14 and Figure 15.)696
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Figure 14 – Case 7 — Physical model698
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Figure 15 – Case 7 — Logical model700
This case accommodates a variety of new value-added services being considered by some701
utilities. It is not possible to anticipate all messages necessary to support services to be defined.702
Nevertheless, the pathways for such messages will likely be between a utility gateway and one or703
more local Application Domain Controllers1, similar to the energy management controller. The704
local controllers, shown in Figure 14 and Figure 15 as an Appliance Domain Controller and a705
Security Controller, exchange messages with specific appliances or subsystems to be controlled.706

                                                     
1 Application Domain – A logically related group of components that provides the functions of an application in a

home or building. Typical components include sensors, actuators, user-interface devices, and controllers. Examples
of Application Domains are lighting, security, energy management, and HVAC (heating, ventilating, and air-
conditioning).

Application Domain Controller – A controller responsible for managing the operation of an Application Domain. An
Application Domain Controller may be a physical device, or the application control functions may be distributed in
related devices such as a sensors, actuators, and appliances.
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Please note that an explicit controller may not be present. In that case, control functions are707
distributed among the network components comprising a Fully Distributed System.2708

An example of a utility telemetry service is appliance monitoring and diagnosis. A customer would709
subscribe to this service where the utility periodically tests the operation of a specific appliance.710
The utility initiates a built-in test sequence in the appliance and reads the result. Any problem711
requiring customer notification is presented on a local user interface.712

Message sets to accommodate remote appliance diagnosis contain the test sequence713
identification code. The appliance responds with the result code of the test procedure. Future714
appliances might allow the utility to download special test sequences into the appliance or into715
the energy management controller. In the latter case, the controller is acting as a test instrument716
for the appliance.717

An important factor to consider as value-added services, including remote testing, are designed is718
the quantity of data to be communicated between the utility and the customer. The control719
channel planned for HES is not intended for large volumes of data. An information channel,720
defined in the HES architecture, needs to allocated for this purpose.721

9.4 Lexicon for HES energy management722

9.4.1 HES message lexicon overview723

The following messages are proposed for commands, status reports, or data to be exchanged724
among the logical components in the HES energy management system model. This message set725
does not imply that all energy management components can or must support the features of each726
message. Messages will be chosen to support a specific implementation. These messages727
represent a variety of functionality, not necessarily implemented in any one system.728

The purpose of this generic message lexicon is to facilitate interoperability among demand729
response systems that may be developed by competing equipment suppliers to the utility and730
home system industries. These messages are provided in the XML format specified in ISO/IEC731
18012-2, and introduced in ISO/IEC 18012-1.732

9.4.2 HES message list733

Each message may be sent to a single device, to all devices (broadcast), or to a predefined734
group of devices.735

9.4.2.1 Gateway ←→ user interface736

The user interface may consist of lamps indicating predefined price levels for energy.737
Alternatively, the user interface may display character data or graphical images sent by the utility738
via the gateway. An expanded character display would accommodate data about changes in the739
price tiers and applicable times.740

•  ON/OFF messages741

  Turn on the addressed indicator lamp in the user interface.742

  Turn off the addressed indicator lamp in the user interface.743

                                                     
2 Fully Distributed System – A system comprising multiple Application Domains where the functionality of Application

Domain management is distributed over related devices. In such a system the presence of Application Domain
Controllers as physical devices is optional.
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•  Messages about rate tiers, or unusual conditions744

  A string of characters to be displayed on a suitable user interface. A string length of about745
40 characters should be sufficient. For multiple line displays, multiple messages may be sent.746

  Future displays might support graphical (or icon) display, requiring appropriate coded747
messages in place of plain text.748

•  Cost of over-ride749

  This may be implemented using the method above for message display.750

  The intent is to inform consumers of cost of over-riding a direct load control signal.751

9.4.2.2 Gateway ←→ appliances752

•  ON/OFF messages753

  Turn off the addressed appliance for a specified duration.754

  Turn on the addressed appliance.755

  (This message is sent either to the appliance or to a power module that controls the flow756
of power into the appliance. The specified duration parameter is optional.)757

•  Level of consumption758

  Limit the addressed appliance operation to a specified maximum kW for a specific759
duration.760

  Remove any kW restriction from the addressed appliance.761

•  Time of restriction762

  Notify the addressed appliance of the start time a specified restriction and the anticipated763
duration.764

  Notify the addressed appliance how often a specified restriction will be instituted.765

  Notify the addressed appliance about the start time of a specified restriction after the766
present restriction ends.767

•  Priority of restriction768

  Assign a priority level to the addressed appliance for future on/off or restriction messages.769

  (It is assumed there is prior agreement on the number and meaning of priority levels.)770

•  Appliance report771

  Request specified report from addressed appliance.772

  Provide requested report from addressed appliance to the gateway.773

  Specified reports include: static information, historical information, device operating774
status, customer acceptance or rejection of load control, and the reason, if available. The775
contents of these reports are described in Case 3 above. The format of the reports consists of776
parameters identified by field position or by keyword.777

9.4.2.3 Gateway ←→ energy management controller778

The following commands involve the exchange of data in character format.779

•  Rate data update780

  The Energy Management Controller queries the Gateway for the availability of new rate781
data.782

  The Gateway responds with the time and date of the last rate update.783
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•  Rate data784

  The Energy Management Controller queries the Gateway for a download of rate data.785

  The Gateway downloads the rate data. The format of the data is to be defined. It may786
follow the format used for wide area communications between the utility and the gateway.787

9.4.2.4 Energy management controller ←→ appliances788

•  Appliance capabilities789

  The Energy Management Controller queries an addressed appliance about device790
information and energy requirements.791

  An appliance responds to a query from the Energy Management Controller with static792
information (per Case 3 above) including data about nominal energy consumption, and, if793
available, data about peak consumption, consumption by operating mode, and ability to794
reduce energy consumption upon request. The latter parameter may indicate that the795
appliance is in a critical mode that should not be interrupted, or involved with life safety796
operations.797

•  Appliance control798

  The Energy Management Controller requests the addressed appliance turn off or limit799
operating modes or limit power consumption to a specified level or percentage of peak usage800
within a specified time interval and with a specified urgency.801

  The Energy Management Controller requests the addressed appliance resume operating802
without any mode or power restriction.803

  The addressed appliance responds with acceptance and confirmation or rejection of the804
request from the Energy Management Controller or indicates it is turned off, out-of-service, or805
under manual control.806

  The Energy Management Controller informs an addressed appliance the cost of rejecting807
the previous request for energy consumption reduction.808

  The Energy Management Controller informs an addressed appliance about recommended809
operating modes with various degrees of conservation.810

•  Appliance energy consumption811

  The Energy Management Controller requests an addressed appliance report power812
consumption for the previous specified time interval.813

  The addressed appliance responds with the kW used or indicates it was off or out-of-814
service.815

9.4.2.5 Energy management controller ←→ user interface816

•  User inputs817

  Numerical data providing a monthly energy budget.818

  Appliance operating preferences by appliance name, mode of operation, times of819
operation, and priority relative to other appliances.820

•  Displays for user821

  Numerical data about monthly energy consumption with optional bill disaggregation by822
major appliance.823

  Numerical data about the present and projected energy tariff.824

  In addition, a series of interactive menus are needed to configure the energy management825
system as appliances are added and deleted. A future network management computer may826
handle automatic configuration.827
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9.4.2.6 Energy management controller ←→ meter828

These commands apply to electronic meters with communications capabilities. It is possible in829
some installations that the meter functions as the gateway. Therefore, commands defined for the830
gateway may be appropriate here.831

•  From Energy Management Controller832

  Energy Management Controller requests consumption data from the meter for a specified833
period and peak usage (the demand), if available.834

  Additional parameters may be requested depending on the meter functionality3.835

•  To Energy Management Controller836

  The meter responds with consumption data, demand data, and applicable time period.837

  Additional data may be returned depending on meter capabilities and requests from the838
Energy Management Controller.839

9.4.2.7 Energy management controller ←→ other controllers840

Controllers may communicate messages for co-ordination or to announce unusual conditions841
requiring action by the other controllers. For example, the Energy Management Controller might842
request an HVAC unit reduce energy consumption. If the home automation network includes an843
HVAC applications controller, the Energy Management Controller message might be sent to the844
HVAC controller rather than to the appliance. This routing would be appropriate if the HVAC845
controller contains algorithms for managing the operating characteristics of the HVAC equipment.846

                                                     
3. In the United States, ANSI standard C12.19 specifies a set of tables with parameters that define meter capabilities. A

meter manufacturer will choose a subset of features to incorporate in a particular meter model. The first table in a
meter identifies which features are available in that meter and defined in subsequent tables.


