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Foreword

ISO (the International Organisation for Standardisation) and IEC (the International
Electrotechnical Commission) form the specialised system for world-wide standardisation.
National bodies that are members of ISO or IEC participate in the development of
International Standards through technical committees established by the respective
organisation to deal with particular fields of technical activity. ISO and IEC technical

committees collaborate in fields of mutual interest. Other international organisations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1. International Standards adopted by the joint technical committee
are circulated to national bodies for voting. Publication as an International Standard requires
approval by at least 75% of the national bodies casting a vote.

ISO/IEC 14543-5-1 was prepared by Joint Technical Committee 1 of ISO/IEC, Information
technology, Subcommittee SC 25, Interconnection of Information Technology Equipment.



CD 14543-5-1 O IEC 2006 -2 - CD 14543-5-1 O CEI 2006

Introduction

Intelligent Grouping and Resource Sharing (IGRS) Specification 1.0 is divided into six parts:

> |IGRS Part 1: Core Protocol

Specifies the TCP/IP protocol stack as the basis and the HTTP protocol as the
message-exchanging framework among devices.

Defines a series of device and service interaction/invocation standards, including
device and service discovery protocol, device and service description, service
invocation, security mechanisms, etc.

Specifies core protocols for a type of home network that supports streaming media and
other high-speed data transport within a home.

» IGRS Part 2: Application Profile
Based on the IGRS Core Protocol.

Defines a device and service interaction mechanism, as well as application interfaces
used in IGRS Basic Applications.

» IGRS Part 3: Basic Application
Includes an IGRS basic application list.
Defines a basic application framework.

Addresses operation specifics (device grouping, service description template, etc.),
function definitions, and service invocation interfaces.

> |IGRS Part 4: Device Validation

Defines a standard method to validate an IGRS-compliant device.

» IGRS Part 5: Device Types
Defines IGRS Device types used in IGRS applications.

» IGRS Part 6: Service Types

Defines basic service types used in IGRS applications.
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ISO/IEC 14543-5-1 Information technology —-Home Electronic System (HES)
Architecture -Intelligent grouping and resource sharing for HES Class 2 &
Class 3 —Part 5-1:Core Protocol

1 Scope

This part of the ISO/IEC 14543-5 standard specifies the services and protocol of the
application layer for use by IGRS Devices in the Home Electronic System. An IGRS Device
(Intelligent Grouping and Resource Sharing Device) includes the communications protocol
specified in the multiple parts of ISO/IEC 14543-5. The objective of this document is to enable
resource sharing and service collaboration among devices. This standard describes:

The interoperability mechanism.
The process and messaging format of device discovery and device grouping.
The process and messaging format of resource sharing among IGRS Devices.

IGRS Device and service description requirements.

This document is applicable to resource sharing and service collaboration among computers,

consumer electronics, and communication devices in a Local Area Network (LAN) or Personal
Area Network (PAN) environment, especially in a wireless dynamic network.

ISO/IEC 14543-5-1 is based on the services and protocol as defined in SJ/T 11310-2005

(Information technology-Information device intelligent grouping and resource sharing-Part 1:
Core protocol), a Chinese National Standard.

2 Normative References

The following standards and specifications contain provisions that, through reference in this
text, constitute normative provisions of this standard. For all referenced articles with dates,
the revised edition after that date shall not be applicable to this document. However, the
reader is encouraged to consider whether to use the latest edition of such articles. For all
referenced articles without dates, the latest edition of such articles shall be applicable to this
document. An informative bibliography is contained in Annex A.

ISO 646:1991: Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 9594-8:2001: Information technology — Open System interconnection — The directory:
Public-key and attribute certificate

ISO/IEC 8802-3: Information technology — Long-distance communications and information
exchange among systems — Local Area Networks (LAN) and Wide Area Networks (WAN);
Specific requirements — Part 3: Carrier sense multiple access with collision detection
(CSMA/CD) access method and physical layer

3 Definitions and Abbreviations

3.1 Definitions

The following terms are used in this standard and commonly used in other industry
publications. As used in this standard, they have the following meanings:
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3.1.1

Centralised Device Group

A set of IGRS Devices with one IGRS Device acting as the master. The master is responsible
for managing the setup, for dismissing a Device Group, and for processing a join request from
other devices. The master device and other IGRS Devices in such a Device Group form a
centralised or master-slave relationship.

3.1.2
Client Identifier
A unique identifier associated with a Client on an IGRS Device to which that Client belongs.

3.1.3

Device Group

Multiple IGRS Devices that are organised into a logical group through the device group
management mechanism in the IGRS specification. Each IGRS Device in a Device Group
follows common interaction rules. Two types of Device Groups are defined: peer-to-peer
Device Group and centralised (master-slave) Device Group.

3.1.4
Device Identifier
A globally unique device identifier associated with one IGRS Device.

3.1.5

Device Pipe

A channel used to transfer device interaction messages. This channel is set up through the
pipe setup mechanism in the IGRS Specification.

3.1.6
IGRS Client

An application that draws upon the services of one or more connected IGRS Devices. Multiple
client instances can exist on a network at the same time.

3.1.7

IGRS Device
An information device that conforms to the IGRS specification.

3.1.8

IGRS Service
A sharable resource encapsulated in an IGRS Device by implementing application interfaces
and providing services for other IGRS Devices. An IGRS Service has an invocation interface

that meets the requirements of the IGRS specification. These invocation interfaces are
described and announced on the network through the IGRS Service Description Specification.

3.1.9

IGRS User
The owner of an IGRS Device and Client.

3.1.10

Peer-to-Peer Device Group

A set of IGRS Devices with where each IGRS Device in this set has a peer-to-peer
relationship with each other.
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3.1.11

Service Identifier

A unique identifier assigned to a service provided by a specific IGRS Device. Note that the
same type of service may be provided by multiple IGRS Devices within the same network.
Each instance of a service has a unique service identifier on the IGRS Device providing that
service.

3.1.12
Service Type
A category of IGRS Service defined according to the set of resources encapsulated. The

Service Type enables service applications in the same category to have common invocation
interfaces.

3.1.13

User Identifier
An identifier of an IGRS user.

3.2 Abbreviations

The following acronyms and abbreviations are used in this standard and commonly used in
other industry publications.

3DES 3 Data Encryption Standard

AES Advanced Encryption Standard

CA Certificate Authority

ECC-192 192-bit Elliptic Curve Cryptography
ElGamal ElGamal Asymmetric Key Encryption Algorithm (Digital Signature Algorithm)
FIPS Federal Information Processing Standards
GENA General Event Notification Architecture
HTTP Hypertext Transport Protocol

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IGRS Intelligent Grouping and Resource Sharing
P Internet Protocol

PRNG Pseudo-random Number Generator
RSA-1024 Rivest-Shamir-Adleman-1024

SHA-1 Secure Hash Algorithm 1

SHA-256 Secure Hash Algorithm 256

SOAP Simple Object Access Protocol

SSDP Simple Service Discovery Protocol

TCP Transmission Control Protocol

UDAL1.0 UPNP Device Architecture 1.0

UbP User Datagram Protocol

URL Uniform Resource Locator

URI Uniform Resource Identifier

UpnP Universal Plug and Play

wW3cC World Wide Web Consortium
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WSDL Web Service Description Language

XML Extended Markup Language

4 Conformance

4.1 IGRS Network

An IGRS Network is defined by the architecture specified in Section 5, the IGRS Device
interaction model specified in Section 6, the message formats specified in Section 7, device
grouping procedures specified in Section 9, and the resource sharing model specified in
Section 10. All mandatory requirements shall be implemented for conformance with this
standard.

4.2 IGRS Devices

To be considered IGRS compliant, each device shall meet the criteria defined by the IGRS
Device interaction model requirements specified in Section 6, the message format (sent and
received) requirements specified in Section 7, and the device and service description
requirements according to the templates specified in Section 8.

In addition, a basic IGRS-compliant device must also support the following requirements:

The device shall be able to send a Device Online Advertisement Message as specified
in Section 9.1.

The device shall support other IGRS Devices to set up secure pipes based on the null
security mechanism using a secure Device Pipe IP address specified in an online
advertisement message.

The device shall be able to respond as specified in Section 9.3 to Device Description
Document Retrieval Request Messages from other IGRS Devices.

The device shall be able to respond as specified in Section 9.6 to Device Search
Request Messages from other IGRS Devices.

The service on the device shall be able to send Service Online/Offline Advertisement
Messages as specified in Section 10.1.

The device shall be able to respond as specified in Section 10.2 to Device Search
Request Messages Based on Multicast from other IGRS Devices.

The device shall be able to respond as specified in Section 10.4 to Service Description
Document Retrieval Request Messages from other IGRS Devices.

The device shall be able to respond as specified in Section 10.5 to Common Session
Setup Request Messages from other IGRS Device, and establish session accordingly.

The device shall be able to respond as specified in Section 10.6 to Service Invocation
Request Messages from other IGRS Devices.

5 IGRS Architecture

5.1 Overview

The scope of the IGRS standard includes enterprises, public areas, and homes. This IGRS
standard specifies a universal resource description and a universal service interface. This
IGRS standard was developed for the following purposes:
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To support device resource sharing and synergistic applications among diversified

information devices, consumer electronic devices, and communication devices in a
LAN or PAN network

To enable the interoperability among the devices and to make them easy to use,
utilising the features and functionality of each device.

The IGRS Specification Architecture is shown in Figure 1. It is based on the TCP/IP protocol
suite and uses the HTTP protocol as the framework. The IGRS Core Protocol supports wired
LAN, 802.3 family network media, and 802.11a/b/g, as well as Bluetooth. IGRS defines device
interaction specifications based on the HTTP/1.1 protocol, including the IGRS Core Protocol
comprising the platform of device discovery and resource sharing, and the IGRS Application
Profile comprising the collaborative service platform.

IGRS Basic & Extended Applications | IGRS Applications

Device Collaborative Service Platform | IGRS Application Profiles

Device Discovery and Resource Sharing Platform | IGRS Core Protocol

/ ~N
IGRS Messaging Framework | HTTP /1.1

AN

-

Transport and Network Protocol Suites | TCP/IP Protocol Suite

~ —\
Device Connectivity | Wired: 802.3, 802.3u
Wireless: 802.11a/b/g, Bluetooth

\ S

Figure 1 — IGRS Specification Framework

The techniques used to support the IGRS standard for device connection, data transfer,
network protocol, and device message interaction framework are all widely-adopted, mature,
open industry technologies. As more and more new network technologies become mature,
IGRS may be amended to support these technologies (such as IPv6, etc.). The IGRS standard
includes three components: IGRS Core Protocol, IGRS Application Profile, and IGRS Basic
and extended applications. The IGRS Core Protocol defines IGRS Device grouping and the
interaction mechanism between client and service. Based on the IGRS Core Protocol, the
IGRS Application Profile defines service descriptions and interaction logic for various IGRS
applications. The various IGRS applications are standardised and implemented based upon
corresponding IGRS Application Profiles to ensure interoperability.

5.2 IGRS Core Protocol

The IGRS Core Protocol defines the mechanism of IGRS Device discovery and resource
sharing, including a device discovery mechanism, Device Pipe setup mechanism, service
discovery mechanism, device group management mechanism, session management
mechanism, service access mechanism, etc.

The device discovery mechanism defines the process by which an IGRS Device advertises
itself and discovers other device information on the network. The Device Pipe setup
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mechanism defines the process by which two devices that have discovered each other
establish a reliable connection pipe. The device group management mechanism defines the
rules by which multiple devices form a specific device group on the basis of the connection
pipe. The service discovery mechanism defines the process by which one device discovers
the service information announced by other devices in the same device group. The session
mechanism defines the process of session setup and management for supporting client and
service access. The service access mechanism defines the rules that must be followed in
order to complete service invocation between the IGRS Client and the IGRS Service.

5.3 IGRS Application Profile

An IGRS Application Profile is a series of application interaction rules defined for end
applications based on the IGRS Core Protocol. For example, the audio/video framework of
home multimedia defines the IGRS Services that every audio/video device must implement for
applications in a home environment, and the interaction rules between the service provider
and the client.

5.4 IGRS Application

IGRS applications are based on the IGRS Core Protocol and an IGRS Application Profile.
IGRS applications include two categories: IGRS basic applications and IGRS extended
applications. It is to be noted that IGRS Devices are categorised into different types based on
different usage scenarios. IGRS basic applications are standardised applications that relate to
specific device types and possess the basic functionalities of an IGRS Device, as defined in
the IGRS standard. In addition to basic applications implemented by IGRS Devices,
application developers have the freedom to develop various applications conforming to the
IGRS specifications. The developers must implement the IGRS Core Protocol and an IGRS
Application Profile to fully utilise the functionalities provided by IGRS Devices. This kind of
application is called an IGRS extended application.

An IGRS application is implemented through the interaction between one or more services
and one or more clients that use these services. A typical IGRS application interaction is
shown in Figure 2:
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Figure 2 — IGRS Application Interaction

5.5 IGRS & Other Standards

The IGRS specification is in part based on existing specifications. The IGRS standard uses
the HTTP/1.1 and SOAP/1.2 protocols as the message framework for device interaction. IGRS
supports interoperability with many other standards due to the wide adoption of the HTTP/1.1
and SOAP/1.2 protocols. Therefore, the IGRS standard provides a foundation for
interoperability.



CD 14543-5-1 O IEC 2006 - 10 - CD 14543-5-1 O CEI 2006
6 IGRS Device Interaction Model

6.1 Overview

The IGRS Device Interaction Model shown in Figure 3 describes the typical process of an
IGRS Device coming online, discovering other IGRS Device, joining an IGRS Device group,

discovering the services of other IGRS Devices in the device group, performing service
invocation, and finally going offline. It includes 14 steps (Sections 6.2 through 6.15).

Device Online
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Group Setup and
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| <>

Event Service
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Figure 3 — IGRS Device Interaction Model

6.2 Device Online

An IGRS Device shall send a device online advertisement to the specified multicast addresses
on all network connections on a regular time interval. The device advertisement shall contain
such information as device name, device model, device security attribute requirement, device
detailed information access address, etc. (see Section 9.1.1).

6.3 Device (Group) Discovery

An IGRS Device may listen to the device online advertisement information on the specified
multicast addresses to discover an IGRS Device (group) existing on the network.

An IGRS Device may send a device (group) search requests to the specified multicast

address on all networks to which it connects. The IGRS Device (group) that receives this
request and matches the search criteria shall send the unicast device search response to the
requesting IGRS Device (see Sections 9.6 and 9.8).

6.4 Device Pipe Setup

Except for a UDP-based multicast search and unicast response interaction among IGRS

Devices, which do not require the setup of a Device Pipe, all the other interactions among
IGRS Devices shall be based on the setup of a Device Pipe.

After discovering the target IGRS Device on the network, an IGRS Device may establish a

secure pipe with the target IGRS Device through the Device Pipe Management mechanism
(see Section 9.2).

Through the Device Pipe setup mechanism, the IGRS specification encapsulates and

simplifies the TCP connection setup and management process during IGRS application
interaction. Only one Device Pipe exists between two IGRS Devices at the same time.

Each IGRS Device should control the pipe setup requests from other IGRS Devices by

establishing an authorised/accessible IGRS Device list and the maximum number of
concurrent pipes.

Device pipes are divided into two categories:

Secure Device Pipe: the Device Pipe setup is based on the security mechanism
commonly supported by the two devices, which is authenticated by this mechanism.

Unsecure Device Pipe: the Device Pipe is setup without the security mechanism
commonly supported by the two devices (not authenticated).

Each IGRS Device online advertisement message shall contain information about the security
mechanism and relevant parameters, which are used in the process of Device Pipe setup. An
IGRS Device may resolve the target IGRS Device online advertisement message in order to
select an appropriate security mechanism to establish a secure Device Pipe with the target
IGRS Device.

The IGRS Device pipe mechanism includes Device Pipe setup and Device Pipe management.
Two IGRS Devices shall determine the mutual trust relationship through the process of secure
Device Pipe setup.
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After the Device Pipe setup is completed, two IGRS Devices may detect the online status of

each other interactively by exchanging device online-status detection request and response
messages.

6.5 Device Group Setup and Join

IGRS Device groups are further divided into three categories: global peer-to-peer device
group, specified peer-to-peer device group, and centralised device group.

After coming online, an IGRS Device is placed in a global peer-to-peer device group by
default. All IGRS Devices belong to the same global peer-to-peer device group (see Section
9.5).

An IGRS Device may join or set up a peer-to-peer device group through device configuration.
The security interaction rules of all IGRS Devices in the same peer-to-peer device group shall
be determined upon negotiation (outside of this IGRS specification) through the secure pipe
(see Section 9.5.2). The master device shall control the joining of other devices through
setting the accessible/authorised device list and the maximum number of devices in the
device group.

The user may set up a centralised device group and designate a device as the master of this
device group. The master device is responsible for periodically sending centralised device
group advertisement messages by multicast (see Section 9.5.3).

After discovering the existence of a centralised device group in the network, an IGRS Device
may initiate a joining request to the master device of this centralised device group. The
master device shall decide whether to approve the request according to relevant rules.

An IGRS Device may setup and/or join a specified peer-to-peer device group and a
centralised device group.

An IGRS Device may setup and/or join many specified peer-to-peer device groups and
centralised device groups at the same time.

6.6 Service Discovery

An IGRS Client may listen to the assigned multicast address for the service online
advertisement message to discover an existing IGRS Service on the network.

An IGRS Client may initiate the request for a detailed device description document of the
target device. The detailed device description document includes the device service list, which
describes for all services the names, types, and the URL addresses that point to detailed
service description documents (see Section 10.4).

An IGRS client may send a service search request via a specified multicast address to all
IGRS Devices in the network. The search message should contain the type, name, and other
attributes of the services. The IGRS Device that receives the service search request and
contains the service matching the search criteria shall send appropriate service search
response message to the IGRS Client (see Section 10.2).

An IGRS Client may send a service search request to a specified IGRS Device through a
Device Pipe. The IGRS Device that receives this search request shall return the
corresponding search results according to the search conditions (see Section 10.2).
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An IGRS Client in a centralised device group may send a service online/offline event
subscription request to the specified IGRS Device through a Device Pipe. The subscription
criteria shall be described in the subscription request (see Section 10.3).

6.7 Session Setup

After discovering a service on the target IGRS Device through the service discovery

mechanism, an IGRS Client may establish a supporting environment for subsequent service
access through the session setup mechanism based on a Device Pipe (see Section 10.5).

An IGRS Service may attain service access control by gathering the authorised user and

device access list of this service. IGRS Services should set up the maximum number of
concurrent access.

IGRS Device relationships are determined by whether devices are located in the same device

group, whether the IGRS Client device is the trusted device of the IGRS Service device, and
whether the IGRS Client device is the specified trusted device of the IGRS Service device.

During the session setup process, the IGRS Device providing an IGRS Service shall acquire
information about the IGRS Client device, such as the user ID and client authentication
information. Based on this information, the IGRS Client access right shall be authenticated.
Meanwhile, concurrent control shall be realised according to the concurrent support
capabilities of IGRS Services. Only one session shall exist between one IGRS Client and one
IGRS Service at the same time. After a session is successfully established, an IGRS Client
may invoke IGRS Services including function invocation, data query, data retrieval, etc.
through invoking the interfaces of the IGRS Services.

6.8 Service Invocation

After establishing a session with an IGRS Service, an IGRS Client may invoke IGRS Services
through pre-defined service invocation mechanisms, in accordance with the interfaces
described in the IGRS Service description document (see Section 10.6).

6.9 Session Termination

When an IGRS Client finishes invoking IGRS Services, the IGRS Client shall terminate the

session with the IGRS Service (see Section 10.6). An IGRS Service may initiate the
termination of a session with an IGRS Client.

6.10 Device/Service Online/offline Event Subscription

After two IGRS Devices have set up a Device Pipe, the IGRS Client may initiate a
device/service online/offline event subscription request with the other party. The IGRS Device
that receives the subscription request shall determine whether to accept the subscription; if is
accepts the subscription, it then sends the result back to the IGRS Device containing the
IGRS Client using an event subscription response message.

An IGRS Client may initiate an event subscription request to the target IGRS Device in the
same peer-to-peer device group to subscribe to the service status change on the target
device, including service online/offline.

An IGRS Client may initiate an event subscription request to the master device in a
centralised device group to subscribe to events in the device group, including device
online/offline and service online/offline.
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The valid period of event subscription shall be determined by the IGRS Device that accepts
the event subscription request. The requesting IGRS Client shall be notified in the
subscription response message. An IGRS Client may initiate a subscription renewal request
during the valid period. If the IGRS Client does not send the subscription renewal request
during the valid period of event subscription, the IGRS Device that accepted the event
subscription shall delete all relevant subscription records.

6.11 Device/Service Online/offline Event Notification

When detecting the occurrence of events matching the subscription conditions, the IGRS
Device that accepted the event subscription request shall send an event notification message
to the IGRS Client through a Device Pipe. The content of the events shall be described in the
message.

6.12 Device/Service Online/offline Event Unsubscription

After successfully achieving event subscription with a target IGRS Device, an IGRS Client

may send an unsubscription request to the target IGRS Device through a Device Pipe within
the valid period of the event subscription.

6.13 Pipe Disconnection

After a Device Pipe has been successfully established between two IGRS Devices, the pipe
may be disabled under the following conditions:

a) A device goes offline: after the Device Pipe has been established, the pipe between the

two devices shall be disabled immediately when the IGRS Device at either end detects the
other end has gone offline.

b) Pipe idle times out: after the Device Pipe is established, if no session-based message on
the pipe exists and no device interaction occurs in a specific time interval except for a

detection message of online/offline device status, the IGRS Device at either end shall
disable the pipe.

c) One end initiated disconnection: after the Device Pipe is established, the device at either
end may send a pipe disconnection notification to the device at the other end of the pipe

before the device has gone offline or is powered off for other management purposes. The
device that received the message shall disable the pipe immediately

After the Device Pipe is disabled, the message based on previous pipe shall require setting up
new pipe between the devices.

6.14 Device Group Dismiss and Secession

When all IGRS Devices in the same peer device group quit from this device group, the peer-
to-peer device group shall be dismissed (see Section 9.5.2).

The master device in a centralised device group may dismiss the device group according to
management needs. When dismissing a centralised device group, the master device shall
multicast a dismissing notification message to the network (see Section 9.5.3). After joining a
centralised device group, an IGRS Device shall continuously monitor the online status of the
device group. If one IGRS Device in a centralised device group receives the dismissing
notification or detects the master device offline through the device online detection
mechanism, it shall mean that the centralised device group has been dismissed. The device
shall then quit from this device group.
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An IGRS Device in a device group may initiate secession from the device group in the
following cases:

a) Device offline: after an IGRS Device joins the device group, if due to network
disconnection or device power-off or for other device management reason, it fails to
multicast the device online advertisement to the network on a regular basis, it shall be

regarded as “device offline.” The device offline status shall mean that the device quits
from all device groups that it has joined.

b) Initiated quit: after joining a centralised device group, an IGRS Device may send a Device
Group secession request to the master device in the group through the Device Pipe in
order to quit from the group. The quitting of an IGRS Device from a peer-to-peer device
group is only an attribute change of the device itself, and does not require interaction with
other peer devices in the group. An IGRS Device shall send a device online advertisement

message when leaving from the peer device group, and delete the related group’s
information from the online advertisement message (see Section 9.1.1).

6.15 Device Offline

If IGRS Device A receives an offline advertisement message from IGRS Device B or does not
receive an online advertisement message from device B again before the valid period of the
last online advertisement of device B ends, A should regard B as offline.

The device online advertisement is based on the multicast mechanism. Due to the unreliable
nature of a multicast mechanism, the device online status detection mechanism should be
used to detect whether a device is online. After the Device Pipe between two IGRS Devices is
established, either IGRS Device should send a device online detection message through the
pipe to detect whether the IGRS Device on the other side is online. The IGRS Device that
receives the message shall send an online detection response message back to the IGRS

Device that initiates the detection. If the IGRS Device that initiates the detection fails to
receive the response within a specified period, it should regard that device as offline.

If an IGRS Device in a centralised device group receives offline event notification about a
particular device from the master device, that device should be regarded as offline.

7 IGRS Message Framework

7.1 Overview

The messages among IGRS Devices include three types: request messages, response
messages, and notification messages.

The IGRS request/response messages conform to the request/response model of HTTP/1.1,
and also support all IGRS request/response messages through extended HTTP/1.1 command
types and self-defined HTTP/1.1 headers (7.2, 7.3).

IGRS defines device notification messages that are uni-directional through extended
HTTP/1.1 command types and self-defined HTTP/1.1 headers (7.2).

When authentication and encryption are needed, the framework of IGRS request/response
and notification message differs from the framework without encryption (7.4).

When the transmission of IGRS request/response messages and notification messages do not
adopt a chunked encoding transfer mechanism (RFC2616), the message length (including the
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message body and message header) shall not exceed 20 kilobytes. A message exceeding 20
kilobytes shall adopt the chunked encoding transfer mechanism (RFC2616) for transmission.

When an IGRS Device encounters an unknown field in a message, that field shall be ignored.

7.2 IGRS Request/Notification Message Structure

The IGRS request and notification message structure is shown in Table 1:

Message

Field Explanation

POST[GET][ NOTIFY] /IGRS HTTP/1.1

Extended HTTP command,
including POST, NOTIFY and
GET; the value of Request-
URI part is /IGRS

Host: Host IP Address:port

HTTP header: required field

Content-type: text/xml: charset =utf-8

HTTP header: optional field

Content-Length: message body length

HTTP header, can be omitted
when the message body is
empty or transmitted by
chunked encoding transfer
mechanism

Man:"http://www.igrs.org/specl1.0” ; ns=01

IGRS extension header
namespace definition:
required field

01-IGRSVersion: 1.0

IGRS protocol version:
required field

01-IGRSMessageType: IGRS message type

String: required field

01-SourceDeviceld: id of the device sends this message

URI, defined in 8.1.2: required
field

01-TargetDeviceld: id of the device receives this message

URI, defined in 8.1.2: required
field

01-Sequenceld:Sequence Number of this request message

32 bit unsigned Int (0 is
reserved): required field

Man:"http://www.w3.0rg/2002/12/soap-envelope”; ns=02

SOAP extension hamespace
definition: required field

02-SoapAction: action identifier

Refer to detailed message
definition: required field

Must be blank line

<SOAP-ENV:Envelope

xmins:SOAP-ENV="http://www.w3.0rg/2002/12/soap-envelope"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema”
xmins:IGRS = “http://www.igrs.org/spec”

targetNamespace ="http://www.igrs.org/spec1.0">

Name space definition
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Message Field Explanation
<element name="DeviceOperation” type="IGRS:DeviceOperationType IGRS SOAP usage.
minOccurs="0" maxOccurs="1"> Clientld, Serviceld and

. . . SequencelD are 32-bit
<element name="Session” type="IGRS:SessionType"minOccurs="0" unsignedint (0 is reserved).

maxOccurs="1">

<complexType name="DeviceOperation”>
<!--Device interaction-->

</complexType>

<complexType name="Session">

<attribute name="request” type="IGRS:requestType”
use="required"/>

<l--Session interaction-->

</complexType>

<simpleType name="requestType">
<restriction base="xsd:string">
<xsd:enumeration value="NeedResponse”/>
<xsd:enumeration value="NoResponse”/>
</restriction>

</simpleType>

</schema>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Table 1 - IGRS Request and Notification Message

Note: Italics indicate where content is to be inserted; all other text in message definitions is fixed.
7.3 IGRS Response Message Structure

The structure of IGRS response messages is shown in Table 2:

Message Field Explanation
HTTP/1.1 200 OK HTTP command line
Host: Host IP Address:port HTTP message header
Content-type: text/xml; charset = utf-8 HTTP message header
Content-Length: message body length HTTP header: can be omitted when the

message body is empty or transmitted
by chunked encoding transfer

mechanism
Cache-Control: no-cache=ext; HTTP message header
Ext: HTTP message header
MAN:"http://www.igrs.org/spec1.0” ; ns= 01 IGRS namespace definition based on

HTTP extension framework

01-IGRSVersion: 1.0 IGRS protocol version
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Message Field Explanation

01-IGRSMessageType: IGRSMsgType string, refer to detailed message
definition

01-SourceDeviceld: id of the device sends this message URI, defined in 8.1.2

01-TargetDeviceld: id of the device receives this message URI, defined in 8.1.2

01-ReturnCode: Response status code Optional: defined in Section 11

01-Acknowledgedld: Acknoledged sequence number 32 bit unsigned Int (0 is reserved), same
with the Sequenceld in request message

Man:"http://www.w3.0rg/2002/12/soap-envelope”; ns=02 SOAP HTTP extension identifier and
header

02-SoapAction: action identifier Refer to detailed message definition

Must be empty

<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://www.w3.0rg/2002/12/soap-envelope"

SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body>

<schema xmlns = “http://www.w3.0rg/2001/XMLSchema” Name space
xmins:IGRS = “http://www.igrs.org/spec”

targetNamespace ="http://www.igrs.org/spec1.0">

<element name="DeviceOperation” IGRS SOAP usage
type="IGRS:DeviceOperationType

minOccurs="0" maxOccurs="1">

<element name="Session” type="IGRS:SessionType"minOccurs="0"
maxOccurs="1">

<complexType name="DeviceOperation”>

<!--Device interaction-->

</complexType>

<complexType name="Session">

<!--Session interaction-->

</complexType>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Table 2 - IGRS Response Message
Note: Italics indicate where content is to be inserted; all other text in message definitions is fixed.
7.4 IGRS Message Based on Secure Device Pipe

7.4.1 Message Authentication Code Generation

For devices implementing message interaction based on one of the following two
mechanisms, the message authentication code shall be generated from the content of the
IGRS header and the HTTP message body using the sequence and format defined in Table 3
and the corresponding algorithm in the adopted security mechanism.
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a) Based on an identity authentication and message authentication mechanism.

b) Based on an identity authentication, encrypted message transmission, and message
authentication mechanism of the Symmetric Key System (8.1.5.2, 8.1.5.3).

The IGRS HTTP-extended header for labelling message authentication code is as follows:

01-MAC: hexadecimal ASCII character string to which the message authentication code
corresponds

Message Field Explanation
01-IGRSVersion: IGRS/1.0 Not include CR for newline and blank
01-IGRSMessageThype: real message type Not include CR for newline and blank
01-Sequenceld: real sequence Id Not include CR for newline and blank; response

message is 01-Acknowledgeld: real sequence ID;
absent if there is no Sequenceld/Acknowledged

01-SourceDeviceld: real source device Id Not include CR for newline and blank
01-TargetDeviceld: real target device Id Not include CR for newline and blank
Message body HTTP message body content; message body format;

absent if there is no message bogy

Table 3 - Message Authentication Code

Note: Italics indicate where content is to be inserted; all other text in message definitions is fixed.
7.4.2 Message encryption

For devices implementing message interation based on the identity authentication, encrypted
message transmission, and message authentication mechanism of the Symmetrical Key
System (8.1.5.2, 8.1.5.3), the encryption object is the original HTTP message body, which is
based on secure Device Pipe interaction.

The content-length and content-type of the HTTP message header based on secure Device
Pipe interaction shall follow the following rules:

Content-type: application/octet-stream.
Content-length: content length of message body after encryption.

Encryption shall not be needed if there is no message body.

8 IGRS Device and Service Description

8.1 IGRS Device Description
8.1.1 Device Description Template

An IGRS Device describes relevant information such as device name, type, and service list
with one XML document that conforms to the IGRS Device Description Template.

An IGRS Client may get the device description documents of other IGRS Devices through the
IGRS standard defined mechanism (9.3).

The IGRS Device description template is defined as follows:

<?xml version="1.0" encoding="utf-8"?>
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<schema targetNamespace="http://www.igrs.org/igrs/DeviceTemplate”

xmins:igrs="http://www.igrs.org/igrs/DeviceTemplate”
xmlns="http://www.w3.0rg/2001/XMLSchema” elementFormDefault="qualified”

attributeFormDefault="unqualified”>
<element name="root">
<complexType>
<sequence>
<element name="deviceTemplateVersion” type="igrs:deviceTemplateVersionType"/>
<element name="device” type="igrs:deviceTemplateType"/>

<element name="protocolVersion”
type=‘igrs:protocolVersionType”/>

</sequence>
</complexType>
</element>
<complexType name="deviceTemplateVersionType">
<sequence>
<element name="major” type=“unsignedint”/>
<element name=“minor” type=“unsignedint”/>
</sequence>
</complexType>
<complexType name="protocolVersionType”>
<sequence>
<element name="major” type=“unsignedint”/>
<element name="minor” type="unsignedint”/>
</sequence>

</complexType>
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<complexType name="deviceTemplateType">
<sequence>
<element name="deviceType” type=“anyURI"/>
<element name="“deviceName” type="“string”/>
<element name="manufacturer” type="string”/>
<element name="manufacturerURL” type=“anyURI” minOccurs="0"/>
<element name="modelDescription” type="string” minOccurs="0"/>
<element name="modelName” type="“string”/>
<element name="modelNumber” type=“string” minOccurs="0"/>
<element name="modelURL" type="anyURI” minOccurs="0"/>
<element name="“serialNumber” type="“string” minOccurs="0"/>
<element name="UDN" type="anyURI"/>
<element name="DevicelconURL" type="“anyURI"/>
<element name="joinedGroupList” type="igrs:joinedGroupListType”
minOccurs="0"/>
<element name="deviceSecurityldList”
type="igrs:deviceSecurityldListType”/>
<element name="serviceList”
type="igrs:serviceListType"minOccurs="0"/>
</sequence>
</complexType>
<complexType name="“joinedGroupListType">
<sequence>
<element name="deviceGroup” type="igrs:deviceGroupType”/>

</sequence>
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</complexType>
<complexType name="deviceGroupType”>
<sequence>
<element name="deviceGroupld” type="anyURI"/>
<element name="deviceGroupName” type="string”/>
</sequence>
</complexType>
<complexType name="deviceSecurityldListType">
<sequence>

<element name="deviceSecurityld” type=“anyURI” minOccurs="0"

maxOccurs="5"/>
</sequence>
</complexType>
<complexType name="servicelListType”">
<sequence>

<element name="“service” type="igrs:serviceTemplateType”

maxOccurs=“unbounded”/>
</sequence>
</complexType>
<complexType name="“serviceTemplateType">
<sequence>
<element name="serviceType” type="anyURI"/>
<element name="serviceld” type=“unsignedint”/>
<element name="serviceName” type="“string”/>

<element name="serviceSecurityldList”
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type="igrs:serviceSecurityldListType"/>

<I-- Application developer may add additional service interfaces, but should use different
namespaces to make a distinction -->

</sequence>
</complexType>
<complexType name="“serviceSecurityldListType">

<sequence>

<element name="“serviceSecurityld” type="anyURI” minOccurs="0"
maxOccurs="3"/>

</sequence>

</complexType>

</schema>

8.1.2 Device ldentifier

An IGRS Device identifier is a globally unique ID so no two devices have the same ID.

The format of an IGRS Device identifier is described as follows by adopting the ABNF
(RFC2234):

<IGRSDeviceldURN> ::= “urn:” <IGRSNS> “:” <IGRSIDVAL>

<IGRSNS>::= “IGRS:Device:Deviceld”

<IGRSIDVAL>::= 8 <URN chars>“-"4<URN chars>“-"4<URN chars>“-"4<URN chars> “-
"12<URN chars>

<URN chars>::= <trans>

<trans>::= <upper> | <lower> | <number>

<upper>:=“A" | “B" | “C" | “D" | “E" | “F”"

<lower>:=“a” | “b” | “c” | “d" | “e” | “f"

<number>::="0" | “1” | “2" | “3" | “4” | “B" | “6" | “7" |
“g" | “g”

<URN chars> is case-insensitive.
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8.1.3 Device Group Identifier

An IGRS Device group identifier is a globally unique ID so no two groups have the same ID.

The format of an IGRS Device group identifier is described as follows by adopting the ABNF
(RFC2234):

<IGRSDeviceGroupldURN>::= “urn:"<IGRSNS>""<IGRSIDVAL>
<IGRSNS>::="IGRS:DeviceGroup:DeviceGroupld”
<IGRSIDVAL>::= 8 <URN chars> “-"4<URN chars> “-"4<URN chars> “-"4<URN chars>
“-"12<URN chars>
<URN chars>::=<trans>
<trans>::=<upper> | <lower> | <number>
<upper>:=“A" | “B" | “C" | “D" | “E" | “F”"
<lower>:=“a” | “b” | “c” | “d" | “e” | “f"
<number>::="0" | “1” | “2" | “3" | “4” | “B" | “6" | “T" |
ug" | “g”
<URN chars> is case-insensitive.

8.1.4 Device Type Identifier

An IGRS Device type identifier is used for identifying an IGRS Device set containing the same
functions. The length of the IGRS Device type identifier shall be no more than 127 bytes.

The format of the IGRS Device type identifier is shown as follows by adopting the ABNF
(RFC2234):

<IGRSDeviceTypeURN>::=“urn:"<IGRSNS>""<IGRSSingleType>|<IGRSTypeList>
<IGRSNS>::="IGRS:Device:DeviceType”
<IGRSTypeList>=<IGRSSingleType>*<IGRSTypeVal>

<IGRSTypeVal> =<ConnectionSign><IGRSSingleType>

<IGRSSingleType> = <NAME>

<NAME>::=1*16<URN chars>

<URN chars>::=<trans>
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<trans>::=<upper>|<lower>|<number>|<other>
<upper>::="A"| “B" | “C" | “D” | “E" | “F" | “G” | “H" |

KL MY N ] RO | P

QRS T U VWX

wy | zr
<lower>::="a” | “b” | “c” | “d” | “e” | “f" | “g” | “h" |

TR ] e | ot | p” |

LS W] x|

Y|z
<number>::=“0" | “1” | “2" | “3" | “4” | “5" | “6” | “7" |

ug" | “g”

<other>::="-" | “." |
<ConnectionSign>::=*"
<URN chars> is case-insensitive.

8.1.5 Device Security Mechanism Descriptor
8.1.5.1 Null Security Mechanism among Devices

When two IGRS Devices that set up the Device Pipe adopt this security mechanism, no
security assurance measures shall be taken. That is, when the pipe is established, ID
authentication for the device shall not be performed. Messages in the channel are transmitted
without using IGRS specifications for confidentiality and/or integrity. This mechanism is the
default security mechanism for IGRS Device.

IGRS based on this device security mechanism is described as follows by adopting the ABNF
(RFC2234):

<IGRSDeviceSecurityURN> :: =“urn:"<IGRSNS >

<IGRSNS> :: =“IGRS:DeviceSecurity:NULL"

8.1.5.2 lIdentity Authentication and Message Authentication Mechanism Based on
Symmetric-Key Cryptosystem

Two IGRS Devices may use a pre-shared key to authenticate each other and to establish a
secure Device Pipe. The authentication process is a bi-directional challenge/response
process. The message transmitted on the Device Pipe shall not be encrypted, but shall be
checked for integrity and authenticity. This mechanism is optional for IGRS Devices.
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The challenge value in the process of the ID authentication in this mechanism shall be
generated based on the secure random number generator algorithm or pseudo-random
number generator algorithm and shall be regenerated each time when performing ID

authentication. The design and implementation of the RNG or PRNG algorithm conforming to
the general detection standard (see FIPS-140) is outside the scope of this standard.

The response value in the process of ID authentication in this mechanism is generated
through the secure hash algorithm based on the other party’s challenge value and the preset
shared key. The generation method can be defined as: given that the secure hash algorithm
function is Hash (x), the response value would be: Hash (Challenge || Key), where Challenge
is the challenge value and Key is the shared key by both parties. The secure Hash algorithms
supported by this mechanism include SHA-1 and SHA-256.

The mechanism used for ensuring the integrity and authentication of the message that is
transmitted in the pipe is:

1) Calculate one digest value for the target message stream transmitted by the pipe using
the secure Hash function.

2) Calculate the digest value again after concatenating with the preset-shared key.
3) Attach the digest value to 01-MAC.
4) Send the digest value and 01-MAC to the receiver.

This digest value shall be used as the basis for determining the integrity and authentication of

the message. The algorithm format is: Hash (Hash (message) || Key), where, the Message is
the message to be transmitted by the pipe and the Key is the shared key for both parties.

After receiving the message, the receiver shall perform the same calculation process, and

compare the calculation results with the added digest value. If they are equal, the message is
transmitted by the transmitter without modification; otherwise, the message shall be regarded
as untrusted.

The precondition for implementing this mechanism is that both protocol participants should
share one key and establish an appropriate system outside of IGRS to complete the secure
distribution and management of the shared key.

IGRS based on this device security mechanism, is described as follows by adopting the ABNF
(RFC2234):

<IGRSDeviceSecurityURN>::="urn:” <IGRSNS> “:” <IGRSVAL1>"“"<IGRSVAL2>
<IGRSNS>::="IGRS:DeviceSecurity:PreSharedKey_MAC”
<IGRSVAL1>::=“SHA-1"|"SHA-256"

<IGRSVAL2>::=“SHA-1"|"SHA-256"

IGRSVALL1 is the description of the identity authentication algorithm; IGRSVAL2 is the
description of the message authentication algorithm.










































































































































































































































































































































